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Abstract 

The RETIME IP is a new critical component in OmniVision's image processing SoCs, 
responsible for receiving raw image data from camera sensors, processing it, and storing it 
into SRAM for consumption by downstream modules. Since the host SoC is classified as 
ASIL-D, the RETIME IP must adhere to ASIL-D requirements in accordance with ASIL 
decomposition guidelines set forth in ISO 26262-10:2018, Clause 11. While initial Safety-
Mechanisms were designed to meet fault coverage targets, subsequent fault injection analysis 
revealed the need for additional safety features to achieve the final ASIL-D target of 99% 
Single Point Fault Metric (SPFM). This paper outlines the methodology employed using a 
Fault Analysis Platform, to analyze, verify, and achieve stringent fault coverage requirements 
for automotive display systems. Implementing  additional safety mechanism including lock-
step and data-path parity improves the SPFM to 99%, with an area overhead of 12.8%. 

Keywords: ASIL-D,  Fault-Injection-Analysis,  ISO-26262, Single-Point-Fault-Metric 

 

 

I. Introduction 

In automotive 360-degree surround-view systems, the image sensor SoC acquires raw image 
data from different sources, performs initial processing, and transmits the processed stream 
to the Application Processor (AP) for further computation and rendering the in-vehicle 
displays.  

The RETIME-block serves as a timing adjustment unit within the data path to ensure 
synchronization between upstream image sources and downstream display modules.  

Any disruption in this transmission pipeline results in loss of real-time visual feedback, 
particularly during critical maneuvers such as reversing, thereby introducing severe 
functional safety hazards. Consequently, both the SoC and RETIME are classified as safety-
critical and must adhere to ISO-26262 ASIL-D requirements [1]. 
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II. Safety Architecture and Initial 

Safety-Mechanisms 

The RETIME adjusts internal timing of image streams to meet different video receiver 
requirements. Its primary purpose is to detect input image-stream timing, store it into a 
buffer, and adjust critical timing parameters including HREF, VALID, and BLANKING 
signals. The adjusted image stream is then output to external receivers, ensuring downstream 
modules can perform synchronized read operations to maintain display integrity. 

To meet the ISO=26262 functional safety requirements, the initial RETIME safety-
architecture incorporates a multi-layered safety strategy designed to detect and mitigate 
hardware failures that could compromise data integrity or timing. The baseline safety features 
include: 

• SRAM Boundary Protection: Implementation of underflow and overflow 
detection logic to prevent data corruption during asynchronous read/write 
operations. 

• Timing Integrity Monitoring: A dedicated timing check unit for raw_data and 
extra_info signals to ensure synchronization remains within defined safety limits. 

• Memory Reliability: An integrated memory monitor utilizing Error Correction 
Code (ECC) to detect and correct single-bit upsets (SBU) while detecting multi-bit 
upsets (MBU) within SRAM. 

The high-level architectural configuration of RETIME, including integration points of Safety-
Mechanisms, is illustrated in Figure 1. 

 

Figure 1: RETIME architecture with integrated Safety-Mechanisms 
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III. Methodology: Safety Platform Fault 

Injection Analysis 

Evaluating Safety-Mechanisms error detection capability, represented by diagnostic coverage 
(DC), is essential for ASIL-D compliance. ISO-26262 provides typical DC values for specific 
Safety-Mechanisms. For example, memory monitors using ECC in SRAMs can achieve 99% 
DC according to ISO 26262-11: Table 33. However, determining DC values for complex 
modules with multiple interacting Safety-Mechanisms requires comprehensive fault injection 
analysis[2]. 

For ASIL-D certification, the module's Single-Point Fault Metric (SPFM) must exceed 99%. 
SPFM calculation is based on failure mode classification according to ISO-26262 fault 
categories. 

 

Figure 2: ISO 26262 fault classification flow diagram 

 

We adopted the Optima Safety Platform , OSP, which is certified for use up to ASIL-D per ISO 
26262-8:2018, Clause 11, for comprehensive fault injection analysis. In, fault analysis 
comprises three sequential steps: 

1. Static Analysis: Classifies faults using Cone of Influence analysis, identifying fault 
statuses as UI (undetected, unsafe), UV (detected unsafe), SI (safe, irrelevant), and SV 
(safe, detected). 

2. Constant Analysis: Determines which faults are masked by constant values in the 
design. 

3. Hard Error (HE) Fault Simulation: Injects stuck-at-0/1 errors on cell pins to 
verify actual fault detection by Safety-Mechanisms and identify residual faults. 
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                  Figure 3: Fault status distribution from static analysis (Design-Version-1) 

 

 

IV. Results and Analysis 

A. Initial Safety Assessment 

Static analysis of the original design (Version 1) revealed that 48.38% of faults lacked safety 
mechanism coverage. Hard error simulation yielded an initial SPFM of only 68%, 
significantly below the required 99% for ASIL-D compliance[3]. 

 

Figure 4: Mapping of fault statuses to ISO 26262 fault classifications 
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Figure 5: Hard error simulation results showing initial SPFM of 68% 

 

B. Implementation of Additional Safety-

Mechanisms 

Hierarchical reports identified specific sub-modules lacking coverage, particularly in the 
data-path and control-logic of the FIFO retime_data_merge. 

 

Figure 6: hierarchical analysis report identifying uncovered modules 

 

 

Figure 7: Fanout-analysis identifying code coverage gaps 

 

Based on this  analysis, we implemented new targeted Safety-Mechanisms: 

1) Data-Path Protection: One-bit parity generation for every pixel of input data, 
propagated throughout the data path[1]. 
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Figure 8: Data path parity protection mechanism 

 

2) Control Logic Protection: Using lock-step for control logic elements. With one-cycle 
delayed input with error reporting on inconsistency. 

 

Figure 9: Lock-step redundancy mechanism for control logic protection 

 

C. Verification and Final Results 

After implementing additional Safety-Mechanisms, new full-fault-analysis showed the 
following results: 

 

Figure 10: Fault analysis results after implementation of additional Safety-
Mechanisms 
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These results showed undetected faults due to insufficient detection time windows after 
violation. Re-running fault-simulation with extended simulation windows 
(set_stop_sim_time_after_initial_decision = 260,000,000 ps) and additional waveforms 
significantly improved detected faults.  

This setting ensures that the fault detection time interval is limited to 0.26ms, which meets 
the requirement for fault-tolerant time interval. 

 

Figure 11: Final fault-analysis with comprehensive coverage 

 

The combined analysis achieved the critical 99% SPFM target, meeting ASIL-D certification 
requirements. 

 

D. Area Overhead for additional Safety Mechanism  

After the OSP simulation, we analyzed the area overhead introduced by additional 

safety mechanisms. 

 

These additional safety mechanisms result in 12.85% area overhead relative to the 

total area, and a 45% overhead with respect to the logic area excluding SRAMs. 

For data path parity, 1 bit parity will be added for every 12 bit data. This part of logic can 

only introduce about 8.3% area overhead.  

 

For the control logics protected by lock-step, their areas without lock-step are 

much smaller than that of the data path in RETIME module. According to the lock-step 

mechanism, at least two DFFs are added for each bit of the control signal, which leads to 

significant area overhead for these logics.   

For ASIL-D compliant chips, additional area overhead is unavoidable. For chips with 
lower ASIL requirements, however, area-intensive safety mechanisms such as lock-step are 
unnecessary. In these projects, safety mechanisms can be deployed incrementally, with OSP 
verification applied at each stage to balance SPFM requirements and area overhead. 
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V. Conclusion 

This paper demonstrated a systematic methodology for achieving ASIL-D compliance for 
safety-critical IP blocks in automotive SoCs. Through comprehensive fault-analysis using the 
Safety Platform, we identified coverage gaps in the initial RETIME design and implemented 
targeted Safety-Mechanisms addressing both data path and control logic vulnerabilities. The 
combination of parity protection for data paths and lock-step redundancy for control logic 
successfully elevated SPFM from 68% to 99%, meeting stringent ASIL-D requirements. This 
methodology, leveraging certified fault injection tools and ISO-26262 compliance 
frameworks, provides a replicable approach for functional-safety verification in automotive 
display systems and similar safety-critical applications. 
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Following is a 6 slides summary of the paper: 
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